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Session Objectives

1. Define PII and identify when an app is 
requiring PII

2. Conduct a basic evaluation of an app’s 
privacy policy



FERPA
Rights and 
protections since 
1974



FERPA
Requires 
educational 
records be kept 
confidential



FERPA
Requires parents 
to have access to 
all education 
records upon 
request



21st Century FERPA
How does the digital 
age impact student 
privacy and parent 
rights?



New Protections in Law
Utah Student Data 
Privacy Act extends 
FERPA protections



What are 
teachers 
obligations 
under the law?
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Recognize when an app is 
asking for user information



Recognize 
when an app is 
asking for user 
information -- 
regardless of 
platform



Apps asking for user 
information



Who ISN’T asking for user 
info?



Case Study: World Factbook



Case Study: Oddizzi 



Case Study: Geoguesser



Case study: HistoryPin
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Recognize Personally 
Identifiable Information (PII)

Traditional PII

Names, Family info

Contact info

ID numbers, SSN

Health, IEP, 504 info

21st Century PII

Biometric data

Social media usernames, aliases

Personal identifier + device identifier 
(i.e. cookies, tracking data)



21st Century PII: Can the app 
remember who’s who?
-Student user 
accounts

-Student data saved 
across sessions



Recognize PII → Review Privacy

Full names

School ID numbers

Social media usernames, aliases

Email address

Personal identifier + device 
identifier (i.e. cookies, tracking 
data)



Authorization-Only Data
Stand-alone parent consent required for 
biometric data



If an app uses 
PII, privacy 
policy needs to 
be vetted



Who is responsible?
Statewide use LEA-wide use Schoolwide use Classroom use

State LEA Admin Teacher



Case study: Twiddla
No 
usernames 
No logins

No saved 
data



Case Study: Keyboarding Online
Student username + 
password

Cookies deleted at end 
of session



Case study: Nearpod
Username, no 
password

Device identifier 
(non-cookie)



Case study: EDpuzzle
Requires 
unique 
username, a 
password, 
name and the 
unique class 
code

Deleted upon 
request



Case study: Krypterion



More tech = more data

The companies that do the best job on managing 
a user’s privacy will be the companies that 
ultimately are the most successful.

– Fred Wilson, tech investor 



More tech = more choice
This is why I loved 
technology: if you 
used it right, it could 
give you power and 
privacy.

--Cory Doctorow



Green Light

Caution

Red Light

Go!

Slow

Stop

App does not collect PII, or app is 
contracted by state, district or 
school

App collects PII; check terms of 
service, privacy policy

App collects authorization-only 
data; get parent signatures



1. Recognize when apps 
ask for user information

2. Recognize when that 
information is PII

3. Vet apps that ask for PII
4. Keep PII secure



What should we 
expect from 
privacy policies?



Limit personal info collected
Minimum info required 
to run the product



Limit personal info collected
“Showbie collects limited 
personal information from minor 
students, only as needed for 
the operation and management 
of the Services provided by 
Showbie, and only where that 
student’s school board, 
educational institution or 
teacher has contracted with 
Showbie to do so.”



Specify where data goes

Third-party affiliates used for

● Storage
● Analytics
● Security
● etc



Specify where data goes
“We do work with vendors, 
service providers, and 
other partners to help us 
provide the Service by 
performing tasks on our 
behalf - we can’t build 
everything ourselves, after 
all! ...Please see here for a 
list of the third parties we 
work with to provide the 
Service.”

https://classdojo.zendesk.com/hc/en-us/articles/203732189


Protect from data sale, rental
Now very rare for 
edtech due to 
backlash, legislation



Protect from data sale, rental
“Nearpod will not use any personally identifiable information to advertise or market 
third party services to its users, and does not sell or rent such information.”

https://nearpod.com/privacy-policy  

https://nearpod.com/privacy-policy


Ensure data deletion

What happens to data

● At the end of the year?
● When a student moves out?
● When a parent requests 

account deletion?



Ensure data deletion
“We will delete or 
de-identify student 
personal information 
when it is no longer 
needed or at the 
direction or request of a 
school.”
https://site.classflow.com/about/privacy-policy.html 

https://site.classflow.com/about/privacy-policy.html


Avoid targeted ads
Behavior tracking inside app for 
personalized learning = OK

Ads inside app = OK

Behavior tracking for personalized 
ads = NOT OK



Avoid targeted ads
“The advertiser may also use 
information regarding your use of the 
TeacherTube Sites, such as the 
number of times you viewed an ad 
(but not any personally identifiable 
information), to determine which ads 
to deliver to you.”

http://www.teachertube.com/privacy-policy 

http://www.teachertube.com/privacy-policy


Assure parent access

Could parents be 
easily given a 
download, copy, or 
access to a student’s 
data or work?



Assure parent access
This Children's Privacy Policy ... 
explains how each parent or 
guardian ("Parent" or "you") 
may request the deletion of, 
or place certain restrictions on 
the collection, use, and 
disclosure of, your Child's 
personal information.



Check for secure login
“Reasonable 
data industry 
best 
practices” -- 
UT Student 
Privacy Act



Check for secure login
A year ago

Today



Don’t re-identify the de-identified

● If an app claims to keep 
data de-identified, make 
sure it stays that way

● That claim should extend 
to all their third-party 
support vendors.



Don’t re-identify the de-identified

CatchOn may use de-identified Data for product development, research, or other 
purposes. De-identified Data will have all direct and indirect personal identifiers 
removed. This includes, but is not limited to, name, identification numbers, dates 
of birth, demographic information, location information, and school identification. 
Further, CatchOn agrees not to attempt to re-identify de-identified Data and not to 
transfer de-identified Data to any party authorized to receive such Data pursuant 
to this Policy unless that party agrees not to attempt re-identification



Require notification of change
● Changes to privacy 

policy
● Sale of company



Require notification of change
“If Animoto Inc. is involved in a merger, 
acquisition, or sale of all or a portion of its 
assets, you will be notified via email and/or 
a prominent notice on our Web site of any 
change in ownership or uses of your 
personal information, as well as any 
choices you may have regarding your 
personally identifiable information.”

https://animoto.com/legal/privacy_policy



Expect consistent protection
● Company sale, merger, 

or acquisition
● Same privacy terms for 

new entity



Expect consistent protection
We may sell or transfer some of or all of the 
BrainRush business. As part of that sale or 
transfer, we may disclose your 
personally-identifying information to the 
acquiring organization, but will require the 
acquiring organization to agree to protect 
the privacy of your personally-identifying 
information in a manner that is consistent 
with this Policy.

http://www.brainrush.com/privacy 

http://www.brainrush.com/privacy


Quiz time



Case study: Scratch Jr
Click data + device 
location

No usernames, accounts



Case study: Plickers
Students identified 
by cards

Data saved to 
teacher’s account



Case study: Kahoot (player)
Students use a pin to access a 
game

No account setup, but aliases

Results cannot be deleted

Uses cookies to track players



Green Light

Caution

Red Light

Go!

Slow

Stop

App does not collect PII, or app is 
contracted by state, district or 
school

App collects PII; check terms of 
service, privacy policy

App collects authorization-only 
data; get parent signatures



Link to copies

goo.gl/pbtUNu



Resources





Educators Guide to Student Data 
Privacy: 
https://ferpasherpa.org/wp-conte
nt/uploads/2016/05/EduGuide_D
ataPrivacy_516.pdf

https://ferpasherpa.org/wp-content/uploads/2016/05/EduGuide_DataPrivacy_516.pdf
https://ferpasherpa.org/wp-content/uploads/2016/05/EduGuide_DataPrivacy_516.pdf
https://ferpasherpa.org/wp-content/uploads/2016/05/EduGuide_DataPrivacy_516.pdf














Thank you for your kind 
attention :-)


